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RFID (Radio Frequency IDentification) is rapidly finding new applications and
this is giving rise to concerns about threats to privacy. It’s therefore worth
thinking about how individuals can have a say in which privacy they are
willing to share with whom and when. If citizens can acquire more access to
particular RFID implementations, then RFID can also become a support for
other, socially interesting value systems. Recent developments in online
culture provide exciting ideas for this.

If you Google RFID the first ten hits include a few links to major logistical companies and
consultants (aim, RFID Inc), for whom RFID is a dream come true; a dream of
controllability, transparency and efficiency as regards the worldwide tracing of goods. Five
of the first ten hits are links to organizations that see the replacement of the barcode by
RFID as the greatest possible threat to the privacy of ordinary people. The search-term '
RFID ' results in more than a hundred million hits, ‘RFID +privacy’ nearly fifty million hits. In
short, if we take Google as the norm, RFID chips are synonymous with ‘spychips’. 1EPC
Global Inc. is an organization that promotes and supports the worldwide use of RFID
standards. EPC stands for ‘electronic product code’. Wal-Mart, the biggest American
supermarket chain - and in terms of turnover the biggest company in the world - has
demanded of its 300chief suppliers that, before the end of 2006, they equip all their
pallets with an epcstandard RFID chip. The American Ministry of Defense demanded the
same of its suppliers in 2004. As a result of Wal-Mart and the Ministry of Defense opting
for RFID , the technology has suddenly become the focus of global economic interest. Wal-
Mart is taunting RFID critics with the planned and already, on a modest scale,
implemented introduction of RFID for products on the supermarket shelves. Individually
tagged articles can be used to precisely trace customers’ routes through the shop as well
as their shopping habits, so that special personal offers can be made to customers with a
specific profile in real time. In the words of Joseph Turow, a professor at the Annenberg
School of Communication, ‘This all might make sense for retailers. But for the rest of us, it
can feel like our simple corner store is turning into a Marrakech bazaar - except that the
merchant has been reading our diary, while we're negotiating blindfolded, behind a
curtain, through a translator.” 2 The EPC / Wal-Mart version of RFID uses a worldwide
standard for managing the unique identification codes attached to goods, which can be
read by high-capacity RFID readers up to a distance of 4m in the euand 8m in the usaand
which are linked via expensive ‘middleware’ to large, heavily guarded databases accessible
world-wide via Internet. Big companies buy access to this standard and thus roll out their
‘supply-and-value-chains’, permanently updated viaRFID , across the whole world.

There is absolutely no reason to assume that the large-scale implementation of RFID does
not represent a serious threat to what remains of supermarket customers’ privacy. It is
easy to envisage scenarios in which privatized health insurance companies, for example,
have access to dieting information via databases maintained by supermarkets about
customers’ shopping habits sorted according to postal code, sex and age, so that the data
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